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There is a good reason why 2014 was called the “year of the data
breach.”1 The same year, 77% of respondents to a cybercrime
survey reported a security event in the past 12 months.2 Not
surprisingly, as the threat level increases, so does the cost of an
attack. Depending on the industry, the average total cost of a
data breach ranges between $4 million and $20 million3 – and that
doesn’t consider the additional millions of dollars lost as reputations
suffer and customers take business elsewhere.
The reason the number of attacks and the resulting costs are
skyrocketing is simple: Attackers – whether inside or outside of
your organization – are using more sophisticated techniques to
gain access to sensitive information. Additionally, as fraud tactics
become more sophisticated, they are more difficult for traditional
security systems to identify. In order to protect both corporate and
customer data, compliance, security, and fraud officers must rethink
how they approach fraud detection and overall cybersecurity.

85,611,528

the number of U.S. records
breached in 2014
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However, improved detection is only part of the solution.
Organizations need to adopt better proactive prevention tools in
order to stay ahead of the fast-moving threat environment. The
reason is clear. The stakes have never been higher when it comes
to protecting customer and enterprise data. Customers are more
aware than ever before about the risks of breaches and fraud, and
if they find companies aren’t taking those risks seriously, they aren’t
afraid to find a business that will. For this reason, it is imperative
that corporate compliance, security, and fraud officers understand
how to detect and proactively prevent cyber fraud.
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Evolution of Cyber Fraud
From the moment that information became digitized, there
have been people trying to manipulate data for personal and
financial gain. As technology, device proliferation, and always-on
connectivity revolutionized the way all industries conduct business,
cybercriminals more than kept pace. For a long time, traditional
methods of cybersecurity – firewalls, intrusion detection and
prevention, and antivirus software, primarily – were enough to
provide effective protection. However, those days are long gone.
Sophisticated attack and fraud methods are designed to bypass
traditional security layers. Organizations also have a growing
number of access points that must be secured 24/7 as they share
access with customers, employees, contractors, and suppliers.

$3.7 trillion

projected annual global
insider fraud loss
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Even though external hacks get the most headlines, threats also
come from within a company – the result of malicious behavior of
authorized users or employee error resulting in stolen credentials
leveraged by external parties to exploit sensitive data. Monitoring,
profiling, analyzing, and reacting to all user behavior needs to
be considered as important a security layer as guarding just the
perimeter. However, even though companies are focusing more on
these insider threats, traditional security approaches to address
these concerns are falling short.
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5 Keys to Detect and Prevent
Cyber Fraud
Former FBI Director Robert Mueller once said, “There are only two
types of companies: Those that have been hacked, and those that
will be. And even they are converging into one category: Companies
that have been hacked and will be hacked again.”6
Mueller may be right, but that doesn’t mean companies can’t take
proactive steps to avoid being the victim of an attack. Here are five
key practices that businesses must consider to detect and prevent
potential cyber fraud:

1. Use in-depth
dynamic defenses.
Traditional security layers are still important. Security systems
should include tools such as firewalls, intrusion detection and
prevention, multi-factor authentication, data loss prevention (DLP)
software, and security information and event management (SIEM)
software. However, the right tools should be able to cover all entry
and application interaction points, including monitoring real-time
user behavior and work across multiple platforms. Customers,
employees, vendors, and consultants are using a variety of
technologies and devices to access information, and they are doing
so from all points on the globe and at all hours of the day. Defenses
need to be able to handle every possible scenario and platform, and
your security system should be able to detect potential fraud across
all layers.
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2. Leverage user behavior
monitoring and analytics as
the next line of defense in your
security program.
Although traditional security layers provide a line of defense,
they don’t tell you much about the users who are accessing your
systems. The more you know about the users and their patterns
of behavior, the faster you can create a profile of the users’ habits,
allowing you to more quickly detect an anomaly and thwart a
potential threat. User behavior monitoring and focused analytic
solutions make it easier for organizations to achieve a real-time
detection and prevention posture.

101010101
001010101
010 10 10
101110011

3. Recognize and address
insider threats and their
byproducts.
Most traditional security measures tend to focus on keeping
outsiders from getting into the network. However, one study that
tracked data breaches and security incidents over 10 years found
that 19% resulted from insider misuse and 27% from miscellaneous
errors.7 The challenge for security systems is recognizing the
difference between ordinary employee behaviors versus malicious
behavior. Identifying these manipulations requires a system with
a wide range of fraud scenarios, intelligence, advanced analytic
capabilities, forensics, and high flexibility to detect anomalies within
seemingly regular behavior patterns.
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4. Embrace data visualization
to speed security and fraud
investigations.
Even the best security system is plagued with false positives and
an overwhelming number of alerts. Investigating every alarm can be
time consuming, expensive, and ineffective. Adding to the problem
is the relative inability to analyze the data across multiple channels
and over time, and how it fits with past alerts. Tools that embrace
data visualization and incorporate link analysis can speed up
investigations and provide an audit trail of the relationship between
user or employee behavior and accessed information.

5. Educate employees and
third-party vendors on effective
security measures.
Even with data breaches and security topics in the news on a
weekly basis, education remains a core issue. According to a
recent global survey conducted by PwC, only 51% of respondents
say their company has an employee awareness and training
program related to security, down from 60% in the prior year.8
Not every act of cyber fraud is malicious. All it takes is one person
to open a malware-filled attachment for an entire network to be
compromised. The sad reality is the vast majority of users are
woefully undereducated about cyber fraud and security best
practices. The best defense is good security education that includes
regular hands-on training and frequent reminders on how to detect
fraudulent activity and tips for better security hygiene. The more
employees or third-party vendors with access to your network know
about practicing good security, the better they will be at preventing
potential cyber fraud.
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As threats become harder to detect and the costs of cyber fraud
continue to skyrocket, instituting more advanced and effective
security systems isn’t a luxury; it is a necessity. Traditional security
tools provide the foundation for a good fraud detection and
prevention system. Adding the next line of defense and shifting
from transaction monitoring to true user behavior monitoring with
analytics, forensics, and data visualization, as well as improving
security education for users, could be the difference between
detecting fraud before it does damage or becoming another cyber
fraud statistic.

“There are only two types of companies: Those that
have been hacked, and those that will be. And even
they are converging into one category: Companies
that have been hacked and will be hacked again.”
– Robert Mueller, Former FBI Director

Is your cyber fraud and risk management solution able to stand
up to the evolving threat landscape? Find out how you can stay
ahead with this informative video about cyber fraud.

To learn more about cyber fraud and risk management
solutions, visit Bottomline at www.bottomline.com or
contact our regional offices:
Financial Messaging Geneva
53 Route de Malagnou
Geneva 1208 - Switzerland
Tel: +41 22 708 02 02
E: EMEA-CH-Info@bottomline.com

Financial Messaging London
10 Aldersgate Street
London EC1A 4HJ - United Kingdom
Tel: +44 (0) 207 105 0100
E: info-london@bottomline.com
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About Bottomline Technologies
Bottomline Technologies (NASDAQ: EPAY) powers missioncritical business transactions. We help our customers optimize
financially-oriented operations and build deeper customer and
partner relationships by providing a trusted and easy-to-use
set of cloud-based digital banking, fraud prevention, payment,
financial document, insurance, and healthcare solutions. Over
10,000 corporations, financial institutions, and banks benefit
from Bottomline solutions. Headquartered in the United States,
Bottomline also maintains offices in Europe and Asia-Pacific.
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